WEB MINING TO CONTROL CYBER CRIME WITH USER
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Abstract: Cybercrime indicates violation by computer. The criminal offenses have been increasing since the ‘80s. Today social
media has taken the form of extended clone of www media networking. Despite having cyber security; even the crimes related to
social media are not controlled. How can we control the growing cybercrime due to networking, I will elaborate through web mining.
Web mining is a successful tool to stop e-crime. If we collect unstructured data through content mining and the use of usage mining
can prevent media violence and delinquency.
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Scope of Future Research

There is following future of web crime control mining:
a. Controlled Filtering mine.

b.  Automated Investigations.

c.  Crack the location of hacker.

d.  Social media networking identification.

e.  Crime control mapping.

Research Outcomes for Government

The government continues to keep socially aware. Still, social media attraction implicates everyone. Web crime control mining tool
will be beneficial for clues as:

a.  Reports of all criminals will be collected.

b. The government will have the IP addresses of hackers.

c. It will find out which websites are used by hackers.

d. The government will get the idea to apply a new criminal act.

Introduction
As science and technology are increasing, the crime related to computer networking is continuously increasing. Humans are getting
engulfed in this cyber world. Virtual hacking and cracking have eliminated privacy. The growing attraction towards social media has
greatly increased e-crime. How to stop illegal activities? This has become a big issue. Cybercrime began to spread with the use of
email before the ‘90s and later the stability of the web browser. With the advent of social media in 2000, the holocaust of e-crime
came. Today social media has taken the form of virtual social media networking. By targeting social media apps and websites such
as Twitter, Instagram, Facebook, LinkedIn, Google+, Pinterest, Tumbler, Telegram, Meetup, Reddit, Tapebook, Snapchat, Tiktok,
Wechat, Youtube, Viber, Line, Tinder, Whisper, Sina Weiho, etc. , hackers take advantage of account holders by knowing all the
personal information. Websites related to cybercrime are available all over the world. By using these web documents and extricate
useful information from them, it can be controlled on crime.

There are three ways to get proper knowledge of e-crime and to control it from www.
. Web Content Crime Mining
. Web Structure Crime Mining
. Web Usage Crime Mining
Web Content Crime Mining is used to detect text, graphs, image, video, audio, metadata, and hyperlinks of social networks.
Web Structure Crime Mining is a means of obtaining information that discovers the structure of web documents. Hyperlink analysis
of these intra-pages and inter-pages helps prevent cybercrime.
Web Usage Crime Mining is the deepest mining. It proves successful in detecting all kinds of tricks of hackers. It extracts all the log
information of the operating system and other software resides on the server. This knowledge cracks the crime.

Review of Literature

Anshu Sharma, Shilpa Sharma (2012)

The authors have examined the data mining techniques to analyze data. They construct the attributes and relations from web
documents which is further useful in web mining. This paper uses clustering algorithm for web crime detection.
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Abdelhakim Herrouz, Chabane Khentout, Mahieddine (2013)

The authors have concluded different web mining tools. They have made comparative study of tools. This shows the reduced overload
and depth of searching.

B. Umamaheswari, Dr. P. Nithya, Nair Sarika Chandran(2016)

This paper elaborates the deal with detecting the crime. Crime analysis plays a major role in it. Authors tell about the vision of
mining. Web mining prohibits the crime and commits toward the safety.

Neeraj Kandpal, Ripu Ranjan Sinha, M. S. Shekhawat (2017)

The authors describe web usage mining. This paper has very important role to fight against terrorism, fraud detection and criminal
activities. They explain the process, applications and tools of mining.

Material and Methods

Web mining helps to find evidence that is almost impossible for us. It has an important contribution to finding hidden secrets. The
development of a web crime mining tool gives success in controlling crime.

First of all, we will collect the data of web documents related to e-crime. The criminal executes crime with the help of the internet
and computer as a tool. We will do the preprocessing of that fraudulent data.

We will create a web tool to get the hyperlink structures of frauds, internet pornography, illegal issues, false advertising, violations
of privacy, forgery, network gambling, etc, and the record of log file saved on the server. ASP.NET, C#, and SQL Server will be
used as a tool.

Result
Where there is the internet, there will also be an online crime and where there is e-crime there will also be e-control. Crime will be
controlled by extracting online data through the tool. This tool will implement the following things:

a.  Will prevent cyber suicide.

b.  Violent gangs will be detected.

c.  Theevidence of a third party will be easy to get.

d.  We will be able to collect all the verified information.
e. It will bind to all to have strong passwords.
Conclusion

After social media, controlling e-crime has become an essential requirement of life. Due to the growing phase of the Internet and the
increasing trend towards social media, it has become very important to control crime. The web tool will store all online data and
detect crime patterns. Thus web log files will provide the key to stop crime.

Correlation with Ancient History

If we turn at the pages of history by turning, then it seems that when the beginning of history is considered. Historians gave the form
of inscriptions, monuments, graffiti, and sculptures to mythology, ethnology, and text. This evidences show that Jain history is older
than quadrillion years. In present Tirthankaras, Shri Rishabh Deviji is considered to be the first Tirthankara of Jain History. His age
is said to be 8,400,000 Purva or (8,400,000 * 8,400,000) years. And the time of the 24th Tirthankara Sri Mahavir Swamiji is
considered to be between the 6th to the 4th century BCE. Similarly, the time of the remaining 22 Tirthankaras was also in purva in
different BCE. All Tirthankaras preached vows of Ahimsa (non-violence), Satya (truth), Asteya (non-stealing), Brahmacharya
(chastity), and Aparigraha (non-attachment) in that ancient period to reduce crime. Slowly some people followed these messages and
some opposed. Due to the protest, crime has increased as it is today. But following 5 Sanmargas taught by Tirthankaras, we can
control e-crime.

References

[1] Abdelhakim Herrouz, Chabane Khentout, Mahieddine Djoudi: “Overview of Web Content Mining Tools”, 1JES, Volume 2, Issue
6, Pages, 2013, ISSN: 2319 — 1813 ISBN: 2319 — 1805

[2] Anshu Sharma, Shilpa Sharma: “An Intelligent Analysis of Web Crime Data Using Data Mining”, 1JEIT, Volume 2, Issue 3,
September 2012, ISSN: 2277-3754.

[3] B. Umamaheswari, Dr. P. Nithya, Miss.Nair Sarika Chandran: “Survey on web crime detection using data mining technique”,
IJARCET, Volume 5, Issue 1, Jan. 2016.

[4] Desmond Upton Patton, Jun Sung Hong, Megan Ranney, Sadiq Patel, Caitlin Kelley,Rob Eschmann, Tyreasa Washington:
“Social media as a vector for youth violence: A review of the literature”, journal homepage: www.elsevier.com/locate/comphumbeh
[5] M. Ganesan and P. Mayilvahanan: “Cyber Crime Analysis in Social Media Using Data

Mining Technique”, International Journal of Pure and Applied Mathematics, Volume 116, No. 22, 2017, 413-424, ISSN: 1311-8080
(printed version); ISSN: 1314-3395 (on-line version).

80


http://www.elsevier.com/locate/comphumbeh

o Wesleyan Journal of Research , Vol.14 No.01(l1)(January 2021)

[6] Neeraj Kandpal, Ripu Ranjan Sinha, M. S. Shekhawat: “A SURVEY ON WEB USAGE MINING: PROCESS, APPLICATION,
AND TOOLS”, Suresh Gyan Vihar University Journal of Engineering & Technology, Vol. 3, Issue 1, 2017, pp 19-25, ISSN: 2395-
0196.

[7] Sumanjit Das and Tapaswini Nayak: “IMPACT OF CYBERCRIME: ISSUES AND CHALLENGES?”, International Journal of
Engineering Sciences & Emerging Technologies, Volume 6, Issue 2, pp: 142-153, October 2013, ISSN: 22316604 ©1JESET

[8] Tarig Rahim Soomro, Mumtaz Hussain: “Social Media-Related Cybercrimes and Techniques for Their Prevention”, May 2019,
vol. 24, no. 1, pp. 9-17, ISSN 2255-8691 (online) ISSN 2255-8683 (print).

[9] Web Mining, https://www.tutorialride.com/data-mining/web-mining.htm

[10] Inamdar S.A., G.N. Shinde. : Web Data Mining Using An Intelligent Information System Design, Int. Journal of Computer
Tech, and Applications, PP.280-283,April 2011, ISSN 2229-6093.

[11] S.Vijayarani, E. Suganya, M. Prakathambal: Web Log Files in Web Usage Mining Research — A Review, Vol 5, Issue 2, 2018,
ISSN 2394-2320.

[12] A. Jebaraj Ratnakumar: “An Implementation of Web Personalization Using Web Mining Techniques”, Journal of Theoretical
and Applied Information Technology, 2005 - 2010 JATIT

[13] R.Malarvizhi, K.Saraswathi: "Web Content Mining Techniques Tools & Algorithms — A Comprehensive Study", IJCTT, 2013,
volume 4, Issue 8, ISSN: 2231-2803

[14] https://www.youtube.com/watch?v=sSqZ_hJu9zA

[15] https://www.datamation.com/big-data/structured-vs-unstructured-data.html

[16]Andemariam Mebrahtu, Balu Srinivasulu: Web Content Mining Techniques and Tools, IJCSMC, Vol. 6, Issue. 4, April
2017, pg.49 — 55, ISSN 2320-088X

[17] https://shodhganga.inflibnet.ac.in/handle/10603/183081

[18] https://en.wikipedia.org/wiki/Cybercrime

[19] https://goosevpn.com/blog/origin-cybercrime

[20] https://www.herjavecgroup.com/history-of-cybercrime/

[21] https://www.soravjain.com/cyber-security-for-women-in-social-media/

[22] https://smallbiztrends.com/2013/05/the-complete-history-of-social-media-infographic.ntml

[23] https://shodhganga.inflibnet.ac.in/handle/10603/7829

81


https://www.datamation.com/big-data/structured-vs-unstructured-data.html
https://shodhganga.inflibnet.ac.in/handle/10603/183081
https://en.wikipedia.org/wiki/Cybercrime
https://goosevpn.com/blog/origin-cybercrime
https://www.herjavecgroup.com/history-of-cybercrime/
https://www.soravjain.com/cyber-security-for-women-in-social-media/
https://smallbiztrends.com/2013/05/the-complete-history-of-social-media-infographic.html

